Teppopusm B UHTepHeTe
CoBpemMeHHOoe 06LecTBO — 3TO 00LLECTBO MHPOPMALMOHHOE.

Cenyac kaxgbll 4enoBeKk MOXeT oBrnageTb nwbon wnHdopmaumen M B OrPOMHOM
konuyectBe. Kazanocb 6bl, Ntoan 4OCTUINIM COBEPLUEHCTBA 3HAHNA — AOCTYMNHO BCE, BCE MOXHO
y3HaTb — HAZO TONbKO 3aUTK B AHOEKC Unu noryrnuTb. naBHoe, NpaBunbHO BBECTM 3anpoc. Ho
He BCSAKOe 3HaHWe HeceT HacTodllee 3HaHMe W He Bcskaa WHGOopMaums nonesHa.
NHdopmaunoHHas peBontoumns BMECTE CO BCEMWU MPeENMyLLEeCTBaMM MpPUHECHa U CepbesHble
npobnemsbl B coepe obuwiectseHHOM ©Oes3onacHocT. B nepByl o4vepenb 9TO KacaeTcsd
pacnpocTpaHeHusi  Teppopuama B NHTepHeTe. Mo  paHHbIM HaumoHanbHoro
aHTUTeppopucTudeckoro kommteta PP, B HacTosiLee BpeMsi B MMpe AeNCTBYEeT OKOSo 5 Thicay
WHTEPHET-CaNTOB, aKTUBHO UCNOSb3yeMbIX Teppopuctamu. Ymucno nopranos, 06CNYXMBaOLLNX
TEPPOPUCTOB N UX CTOPOHHMKOB, MOCTOSIHHO pacTeT.

B ogHoun u3 ctaten o Teppopusme, onybnmkosaHHon B CLUA, 6bina Takasa dpasa: "Ecnn
N eCTb YTO-TO, YTO ®BP HeHaBuauT Bonblle, YemM Ycamy 6eH JlageHa, Tak 3To TO, Korga Ycama
O0eH JlagpeH HauyvHaeT nonb3oBaTbcsd WHTepHeTOM". [JencTBUTENbHO, TEppopuaM — 3TO
CTpalLHoe 1 rnobanbHoe sBNeHne yxe camo no cebe, a koraa TepPOPUCTbI UCNOSb3YIOT eLle U
rnobanbHyl0 CeTb Kak OpyXue BO3AEWCTBUA Ha MacCbl — MONyyYyaeTcd BABOMHE CTpaLLHO.
Teppopuam B VIHTEpHETE — OYEHb ANMHAMUYHOE SABMEHUe, web-canTbl BHE3arnHO NOSABMSOTCS,
4acTO MeHsT hopmaT, a 3aTeM TaK Xe CTPeMUTENbHO ucvesalT. Bo MHormx criydasix aTo
NUWb BUOAUMOCTb WMCYE3HOBEHMUS, MEHSIeTCS NUWb agpec canta, cogepxaHwe ocTaeTcs
NPexXHUM. 3a4yacTylo TeppPOPUCTUYECKME CalTbl UMEIOT 3apyDbexHOro npoBangepa, No3TOMy Ha
npakTUKe MonyvyaeTcs, YTO UX He TaK-TO Nerko 3akpbiTb. Tak Poccusi BTopon rog Tpebyer,
4yTO6bI JlTBa 3akpbinia npoyedeHckun cant "KaBkas-LIeHTp", XOCTUHI KOTOPOMY NpenocTaBneH
nutosckon komnaHuen ELNETA.

Mo ceoen npupoae VIHTEpHET BO MHOIMMX OTHOLLEHUAX — UaearibHOe Nose AesaTeNbHOCTH
TEPPOPUCTUYECKNX OpraHusauun. BcemumpHas ceTb npuBnekaeT BO3MOXHOCTbIO CBOBOAHOrO
AOCTyna, HEBbLICOKON CTOMMOCTBIO CBSA3W, OTCYTCTBMEM LEH3ypbl W  Opyrux ¢opm
rocyJapCTBEHHOIO KOHTPOSS, aHOHMMHOCTBLIO (4TO BaHee Bcero), ObiCTpon nepegaden
WHOpMaLMK, OTPOMHON ayaANTOPUEN, TEXHNHECKMMU BO3MOXHOCTAMMN, HAKOHEL,.

KakoBo cogepxaHue TeppopucTMYecKux canToB? Kak npaBuno, camT COAEpPXKUT
MHopmauunio 06 ncTopun opraHmsaumm n ee OEUCTBUSX, AeTanbHbli 0630p couunarnbHbIX U
NONMMTUYECKUX WCTOKOB, OTYET O Hauvbonee 3amMeTHbIX pdenax, Ouorpaduio nMaepos,
ocHOBaTesien 1 repoes, CBeAEHUS O NOSIMTUYECKUX U MOEONOrMYECKUX Lensx, XKeCTKY0 KpUTUKY
BparoB, U TeKyLlne HOBOCTMW.

3auacTylo  TeppopucTMyeckasi  opraHu3dauusi  u3obpaxaetTcsa  Kak  NOCTOSIHHO
npecnegyemas: e€e nuaepbl  noaBeprawTca  nonbiTkam  younctea, nocnegosartenmu
apecToBbIBalOTCs, cBOOOAA BbIpaXeHUs OrpaHuYMBaETCs. Takas TakTuka, msobpaxarowias
opraHmM3aumio  MarneHbkon, cnabom u npecnegyeMon MOLWbIO CUITbHOMO rocygapcrea,
paccuMTaHa Ha NpUBNEYEHME «COYYBCTBYHOLUMX» MocregoBatenen. YneHol OBWKEHUS uUnu
opraHmsaummn npegcraengaTca 6opuammn 3a cesobony, MCMONb3YHLMMN Hacunmne npoTUB UX
XenaHusi, NoToMy 4To 6e3xanocCTHbIM Bpar yuwemnsdeTr npaBa M OOCTOMHCTBO niogen. Bpar
OBWXEHUS U opraHnsaumm — HaCTosLWMA TEPPOPUCT, MHOXKECTBO CanUTOB HacTamsaloT: “Halue
HacunMe HWYTOXHO MO CPaBHEHUIO C ero arpeccuen”. 3To Haumbonee o6WMA aprymMeHT.
TeppopucTbl NepeknagbiBaeT OTBETCTBEHHOCTb 3a Hacunme ¢ cebs Ha NPOTMBHMKA, KOTOPbIN
00OBMHSAETCA B 4EMOHCTpaLMM 3BEPCTBA, KECTOKOCTU U 6E3HPaBCTBEHHOCTM.

Mbl obpatunmncbe K OOHOMY W3 TEPPOPUCTUHECKUX CaWToOB. BHelHe OH BMOSHe
AEeMOKpaTUYeCKNnn, OPUEHTUPOBAH Ha 3anagHbii  MyTb pPas3BUTUS, KOTOPbIA cyuTaeT



€OWNHCTBEHHO nMpaBUMbHbLIM, MpeanaraeT CcTpouTenbcTBO Poccmm Ha ocHoBe 3anagHbix
rYMaHUCTUYECKMX LlEHHOCTEN C NPU3HAHMEM HEpPYLUMMOCTN OeMOKpaTU4ecknx npas n csobos,
4YacTHOM CODOCTBEHHOCTU M CBODOAHOM PbIHOYHOM 3KOHOMMKU. HO B cBoen "PeBOntoLMOHHOM
nporpaMmme " pykoBoauTeENb OBUMXEHUS Npu3biBaeT K oTaeneHuto YeyHu ot Poccuu, xecTko
KputnkyeT [NpaButenbctBo P®, arutupyet kK 6opbbe C HeBepHbiMM M npodee. [1ogoBHbIX
pecypcoB MHOro. M Bce oHM cofepXaT CCbINKN Ha Apyrne TeppopucTUYecKne opraHmsaummn.

TeppopuCTbl NCNOMB3YIOT OTKPbLITOCTb LMBUIM30BAHHOIO MUpa AMs peanusauum CBOMUX
uenen. PaHble vm 661510 TpyaHEee opraHM3oBbIBaTb U UCMONHATL TEPPOPUCTUYECKME aKTbl U3-
3a paccToaHuna n koopanHauma genctemin. Cendac Takux npobnem Het. C nomoubio MHTepHeTa
NPEecTYNHUKN MOryT corflacoBaTb BpeMsi, MECcTO npoBedeHna TepaktoB. Tak cepBuc Google
Maps p[aeT oO4yeHb LUMPOKME BO3MOXHOCTM ANs Bcex nonb3osatenen WHTepHeTa 6e3
UCKMIOYEHNS, NpefoCTaBnsas B OTKPLITOM AO0CTyrne CHYTHUKOBbIE CHUMKW WM KapTbl niodon
MecTHoCcTU. [lpn TeppopucTudeckon aTtake B uHOUUCKOM ropoge Mymbawm wucnonb3oBancs
nmeHHo cepsuc Google Maps n Bnarogapss nogpoOHOCTAM, KOTOpPble MOXHO M3Yy4uUTb C ero
NOMOLLbIO, TEPPOPUCTbI MNfiaHMpoBann CcBoM  Adencteus. [loaTomMy  KanudopHUNCKME
KOHrpeccMeHbl Npeanoxunn Hekun 3akoH AB-255, cornacHo kotopomy B Google Maps HyxHO
pa3mMbiBaTb M300paxeHue onpegeneHHblx obrnacten, 4ToObl MX Henb3s ObiNo AeTanbHO
nayyatb. K Takum obbekTam OTHOCATCS LUKOMbl, LEepKBWU, BOSMbHULLI U NpaBUTENbCTBEHHLIE
COOpYyXeHuns. BmMecTo HMX 3akoHodaTenu npeanararT co3epuaTb LBETHble pa3MblTble NSATHA.
HoBoBBedeHne He 3anpeltaeT nOAAM  Oonpefensatb HanpasfeHWe MaplpyToB, HO
BEHTUNSLUMOHHbIE OTBEPCTUS N NUMPTOBBIE LLIAXTbl HE AO0SMKHbI OTOBpaXaTbCa Ha 3KkpaHe. JTo
npasusnbHbIN War B ©opbbe c Teppopusmom. Ho He cnegyetr 3abbiBatb, 4TO U 6e3
npegnaraemoro Google cepsuca, 4OCTaTb KapTbl MHTEPECYIOLWEN MECTHOCTU B HaLLe BPEMS HE
coctaBnget Tpyga. Co CNyTHUKOBBIMW CHMMKaMW HEMHOrO CIOXHEE, HO M MX MpU KeraHuu
AocTaTb BMNOSIHE BO3MOXHO.

CtpawHee Bcero TO, 4YTO 0OEBMKM pasmellaldT Ha cauTax pykoBoacTBa Mo
nsrotoBneHnto 6omb6, opyxusa, opraHmsaumm TepakToB W np. Brnagenbubl canWToB, KOTOpble
BbIlBELUMBAOT NOOODOHbLIE MHCTPYKUMKU, ODbIYHO M30eratT HakasaHus, yTBepXaas, YTo He OHU
ABNSAIOTCA aBToOpaMu PYKOBOACTB W YTO OHW He nNpu3biBalOT WUCMOMb30BaTb [AaHHYIO
MHOPMAaLMIO Ha NPaKTUKe.

TeppopucTbl MOryT aTakoBaTb WM  MPOHMKHYTb BHYTPb KOMMbIOTEPHBLIX CUCTEM
pasnuyHbIX yypexaeHui. Mocneactens aToro MoryT 6biTb pa3HoobpasHble: nocTpagaTe MOryT
BOEHHble, pa3BeblBaTefibHble, MeOULMHCKNE CryXObl, TPAHCNOPTHbLIE U (PUHAHCOBbIE CUCTEMbI
n 1.0. NMoTeHumanbHble MacwTabbl kKnbepTeppopuama yKacHbl, NOCKOSbKY OHWM MOFYT BHECTU
Xaoc B OEWCTBUSI HE TONbKO rOCYAapCTBEHHbIX, HO U KOMMEpPYECKUX CTPYKTYp, napanu3oBas,
Hanpumep, 6GaHKOBCKME onepauum.

UTtobbl BO3AENCTBOBaTbL Ha NIOAEN, TEPPOPUCTLI UCMONb3YHT NMCUXOSIOrMYECKYIO aTaky,
KOTOpasi 3akno4yaeTcsl B pacnpocTpaHeHnn yrpos, HanpasfeHHbIX Ha TO, YTOBbl NoceATb cTpax
N owyLieHne 6ecnoMoLLHOCTY, PacnpoOCTPaHEHNN YyXKacatlowmMx N300paKeHnn CBOUX AENCTBUI
Kak, Hanpumep, Bnaeo3anucb youncrtesa amepmkaHcKoro xypHanucta [aHuana MNMepna nuuamu,
3axBaTUBLUMMK €ro B MNSIEH, KOTOPYH BbIIOXUIIM Ha HECKONbKMX Beb-canTax. TeppopucTbl
TaKke MOryT HadaTb MNCUXONOrMyeckne atakm nocpeacTtBoM knbepteppopusma, a TOuHee,
CO34aHMs OnaceHuh yrpo3bl COBEpLUEHUA Takux pencteun. “Kmbepctpax” BO3HMKaET U3
B6ecnokonctea 06 yrpo3e KOMMbIOTEPHbIX HaNageHun (Hanpumep, NageHns camoneToB, BbIBOAA
M3 CTPOSA CUCTEM YMpaBfeHuUs BO3QYLUHbIM OBWKEHMEeM, c60eB B CUCTEME HaLMOHaNbHOM
9KOHOMWKM NYTEM HapPYyLUEHUS KOMMbIOTEPHBIX CUCTEM, PErynupyrowmx oHOoBblE BUpXn K
T.M.), KOTOPOE YCUNUBAETCHA HACTOSbKO, YTO OOLLECTBO HA4YMHAET BEPUTD, YTO aTaka Cry4mTCs.
Kak n gpyrve nonutudeckne opraHusauuu, TeppopuCTUYECKUe rpyrrbl UCMONb3YyT CeTb AN
nononHeHuns ¢goHaos. emorpaduyeckne gaHHole IHTepHeT — nonb3oBaTenen (nonyvaemole,
Hanpumep, W3 NUYHOM WHGOPMaUUKW, BBEOEHHOW B OHMAWH aHKeTy unu 6naHk 3asBKu)



Nno3BOJIAKOT TEeppopuUcCTam M,D,eHTI/I(bVILl,VIpOBaTb OTHOWEeHne ayanTopnum K TOW WX WHOWN
npo6neme. C nomoubto cetn pykoBogunTenn TeppopucTtnHeckKmnx canToB OCyLleCTBNAT C60p
OEHEXHbIX CpeCTB Ha NoAAEPXKKY NMPEeCTYMNHbIX onepaLu/n7|, Ha coaepxaHne 60eBM1KOB.

TeppopuCTbl UCNOSb3YIOT B CBOUX LeNaX U peknamMHble BO3MOXHOCTU ceTu. M o4yeHb
BbIFOAHO MNpefdaBaTb CBOMM OEWCTBUSIM NIACHOCTb, HE MpUBIIEKad Npu 3TOM TeneBuaeHue,
paguo unu nevatHole CMW, 4To cgenatb ropasgo crnoxHee. [lenaetcsa 910 Anga 3anyrmBaHus
noTeHuuanbHbIX BparoB. YTobbl MNpmBNeYL CTOPOHHMKOB, a [NaBHOE, MOSOAEXb, CaWTbl
TEPPOPUCTUYECKMX OpraHM3aunin 4acto BbINOSTHAKT (YHKUMN WUHTEPHET-MarasnuHoB: OHU
npegnaratlT KynuTb dnarn, QyThonkn, nnakatbl, 3HaYKW, ayauMo- W BuOeos3anucnm C Ux
CUMBOJIUKOWN.

WMHTepHeT cTan 6GnarogaTHOW NOYBOW W AN PacnpoCTPaHEHUs CryxoB. TepakThbl,
coBepweHHble B MockBe BecHonm 2010 roga, akTmBHO oOb6CyxXganucb B 4aTax, brorax u
dopymax: oOYeBMALUblI WM YYACTHUKM CTAHOBUAUCL YyTb M He «3Be3gaMuny, MbITasiCb
noaennTbCa MNepexuTbiMM BnevaTnieHMs M1, NMopon npuykpalmBas ceeplimBlieecs. B cetu
cTanu nosiBRATLCA CNyxu o6 opraHmMsauuu Tepakta, ero pykosogutenax. HekoTtopble u3 HUX
ObIfn OYeHb Aanekn oT peanbHOCTU, TEM HE MeHee nosnyyany nogaepXky obLuecTtBeHHOCTH.

Takum o6pa30M, TeppopucTn4eckoe OABMXeHune B MHTepHeTe — YeTKO CrJjiaHnpoBaHHOeE
ncnxonorn4eckn HaripasJrieHHoe BO34ENCTBME HA HacerneHue, u opraHmn3oBbIiBalOT €ro
cneumanbHO NOAroTOBMEHHbIE NOAKN, obnagatowme onpegernieHHbIMn 3HaHUAMMN. VIMEHHO OHU
HanpasnAlT «TONNy», 0COOEHHO BO3,D,eI‘/'ICTBy$I Ha TeX, KTO MMeeT HeCC*)OpMI/IpOBaBLueeCH
MNPOBO33peHne, N KTO HE onpeaerinnca co CBOUM rnpeagHadHav4yeHnem B XU3HN.

Kak 6opoTtbca ¢ TeppopuamMomM? Tem e MeTogom — MHPOpMUpOoBaHUEM. TeppopuUCTbl
NCNONb3YIT NOXHY MHpOpMaLMIO C uenbto BepboBKN. Y MUPHOro HaceneHns LOSMKHO ObiTb
MHOPMMPOBAHKNE C Liefblo 3HAHNSA — YTO Takoe TEpPPOPU3M, Kak OH nposiensieTcst B IHTepHeTe,
Kakne canTbl CYLLIECTBYIOT, KakoBa WX Uefb, K 4YemMy npuBoaMT Yy4yacTue B MOA0BHbIX
rpynnupoBKax 1 npodee. 3HaHWE paBHO OPYXM0. YenoBeka 3HaloOLWEro U1 OCBE4OMIIEHHOIO He
TaK NpocTo cOnUTb C NyTHW.

Kpome Toro, ¢ teppopu3amom Hago 60poTbCA HA MMPOBOM YPOBHE - COTPyAHWYaTb B
obnactu npaBoBoW B3ammonomown, obmeHa pasBefplBaTefbHbIMW AaHHbIMU. Heobxoammo
NPUHATUE €OUHbIX 3aKOHOB N0 6opbbe C NPECTYNHOCTLIO B KOMMNbIOTEPHON cdhepe € TeM, YTOObI
paccrnefoBaHue NpecTynfnieHni U cneacTsve No Takum YronoBHbIM AenaM NpoBOAWMMUCH Obl
HE3aBUCUMMO OT HaLMOHambHbIX FpaHuL,.

[MpaBoOXpaHUTENMbHBIM  OpraHam BaXHO NPOJOIDKaTb  W3YYEeHWEe U KOHTPOSb
TEPPOPUCTNYECKNX [OenCTBMA B WHTepHeTe, a Takke [MNOUCK Mep MO OrpaHUYEeHUro
NCNOoSb30BaHWs 3TOM Cpebl COBPEMEHHBIMU TEPPOPUCTAMM.

«BoopyXuTbcs» 3HAHUAMU O TEPPOpPU3ME, ero UICTOPUK, 06 aHTUTEePPOPUCTUYECKUX
YUYEHMUsIX MOXXHO Ha canTe www.atcsng.ru

«Obe3BpeanTbLY KNbEpTEPPOPUCTA MOXKHO NOCPEACTBOM 3NIEKTPOHHOMU NOYTHI
Cnyx6bl NO 3aWmTe KOHCTUTYLMOHHOIO CTPOS U 6opbbe ¢ Teppopu3MoM:
unu Ha opmumanbHom cante PCB - www.fsb.ru/fsb/supplement.htm
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